IVA Technologies — poccuimckuin nponssoanTenb TENEKOMMYHUKALMOHHOMO
obopygoBaHuna 1 nporpaMmMHoro obecneyeHuns. PewleHnsa Ha 6ase obopynoBaHus u
nporpammHoro obecrneyeHus IVA no3BonstoT BbiCTpamBaTb 6e3onacHyto,
BbICOKONPOn3BoauTenbHyo T-MHpacTpyKTypy pasnnyHbix MacluTabos.

IVA Mail — nporpammHas nnatgopma KoprnopaTtnBHOW 35IEKTPOHHOM MNOYTbI U
KarneHgapemn, NoCTpoeHHasd Ha MOHONTMTHOWM MHOIOMNOTOYHOW apxuTekType. PewweHune
NpeaHasHa4yeHo Afs SKCnryaTtaunm B U30NMPOBaHHbIX, TMMBPUAHBIX U 0BrayHbIX
NHdpacTpykTypax. lNnargopma NOHOCTLIO cCaMOgOCTaTOYHA, NPAKTUYECKN He
COAEPKUT KOMMOHEHTOB C OTKPbITbIM MCXOAHBIM KOOOM B s4pe* U nogaepxmBaeT
OTKa30yCTOMYMBYIO Kriactepusaumio.

(DyH KUMOHalIbHbIE
XapakKTepucTtukm

MouToBbIN cepBep ¢ nogaepxkon SMTP, IMAP,
POP3, DKIM, SPF, DMARC;

KaneHgapb 1 agpecHyto KHUry C NOAAEPKKON
CalDAV un CardDAYV;

Beb6 n Desktop knuneHnTbl (Windows, Linux)
CobcTBEHHBIE MOBUIBHBIE NPUNOXEHNSA
(Android, iOS);

AaoMuHUcTpaTmBHyto naHenb u CLI-uHTepdenc ¢
poneBon MOZErNb0 AOCTYNa;

CpencTtBa MOHUTOPUHIA, METOAMKN PE3EPBHONO
KONMPOBaHWSA 1 MUrpaLmn.

KnioueBble npenmyLiecTBa

Bbicokasi Npon3BoANTENBHOCTb U
macwtabupyemoctb (4o 10000 nonb3oBaTenen
Ha OAMHOYHOM cepBepe);

MoHonNUTHasa apxuTekTypa - MMHUMAaribHble
TpeboBaHusa K pecypcam, He TpebyeTcs
KOHTENHepu3aums 1 opkecTpaums, bbicTpas
yCTaHoBKa 0GHOBIeHne n obcnyxnsaHme 6e3
npuenedeHms DevOPS;

Moapep:kka AMHAMUYECKOro MacLuTabupoBaHms
Yyepes Kractepmsaumnio;

BctpoeHHas 3awmta: 2FA, TLS 1.3 gns Bcex
NpoOTOKONOB, HTerpaums ¢ SIEM/DLP;
CamopocTaTtoyHoe 94p0: He UCnonb3yeT
CTOPOHHME Open source KOMMOHEHThI Tpebytowwme
YCTaHOBKW 3aBUCUMOCTEN;

LleHTpanusoBaHHasa web-koHconb 1 CLI gns
ynpasneHus;

CoBmecTMMOCTb € oTedecTBeHHbIMK OC: OC
«AnbTy» , Astra Linux, PE[] OC;

M'Mbkas ponesasi Mogenb C BO3MOXHOCTbIO
Co3aHu1s1 COGCTBEHHbIX pOnen.

* Micnonb3yeTcs TONbKO OAMH KOMMOHEHT — GUGnMoTeka
OpenSSL



KnneHTCcKknn oyHKUMoOHan

MouTta

Mopoaepxka HeorpaHMYEHHOTO KONMYeCTBa
OOMEHOB B paMKax OAHOM UHCTanNsauum n
HEeCKOMNbKNX NCEBAOHMMOB 1151 KaX40ro JOMEHa;
Mopoaepkka HasHayYeHUst pasnUYHbIX NONUTUK
6Ge3onacHoCTH, hunbTpaumm n ayTeHTuuKaunm
Ha ypoBHE JOMEHOB;

Mopnepikka BNOXEHWI Kak pannos 1 B Tene
nucbma (inline), Bkntoyas drag-and-drop;
Mepechbinka nMcemM Kak BIIOXEHUN C NoaaepKKom
dopmarta MIME multipart;

CoxpaHeHue YepHOBUKOB B peasisHOM BpeMEHU n
aBTOMaTMYEeCKOEe BOCCTAHOBMEHME Npu cHoe;
Wcnonb3oBaHue wWabnoHOB Nucem ¢
NMOACTaHOBKaMu 3Ha4YeHUN (NepeMeHHbIX) Ans
KopropaTuBHbIX CLEeHapueB;

MapknpoBka coobLleHMI, B TOM Yncne
KopropaTBHbIMW Teramu (BKIoYasi NOUCK U
UNbTPaUUIo N0 HUM);

dunbTpauma coobLleHnn No NOfb30BaTENbCKUM
KaTeropmsiMm 1 HacTpanBaeMbIM Nnpasunam
00paboTKy;

YnpaBneHue Cnmckom «M3bpaHHOro» ¢
BO3MOXHOCTbIO rPYMNNMPOBKU U COPTUPOBKN;
Hactponka rpynn, nepeagpecaTopos,
nceBaoOHVMOB;

Web-uHtepdenc, Desktop-knueHT (Ha 6ase
cobctBeHHoro npoTokona JUMP);

Moppepxka TLS anst Bcex NpoOTOKOOB.

KaneHpapb

MHOKeCTBEHHbIE KaneHaapu Ha ogHOro
Nnonb3oBaTensi C BO3MOXHOCTbIO M30MpaTerbHOro
JenernpoBaHus goctyna (MpocmoTp,
peaakTMpoBaHue, co3gaHve cobbiTui);
Mopopepxkka cobbITUIA C TMOKOWM HACTPOMKOM
NOBTOPEHWI, BIIOXEHUA, TANM3O0H U
aBTOMaTUYECKMM YBEAOMIEHNEM YHACTHUKOB;
WHTerpaums ¢ kopnopaTUBHLIMU pecypcamu:
BO3MOXXHOCTb OPOHMPOBAHNSI NEPErOBOPHbIX,
obopyaoBaHus, TPAHCMOPTHBLIX CPEACTB Kak
YYaCTHMKOB CODBbITUN;

BcTpoeHHble NONUTUKN KOHMMKTa Nnpu
OGpoHMpoBaHuK (0TKas, ackanauus, yBeaomMneHne
agMuHuUCTpaTopa);

CuHXpoHM3auus kaneHgapen n cobbituin ¢
MOBUbHBIMK yCTporcTBaMu Yepes ActiveSync n
CalDAV.

KoHTaKTbI

Mopaepkka rmobanbHon agpecHon kHurn (GAL) ¢
3epkanvpoBaHneM crnpaBoYvHUKoB B PostgreSQL;
B0O3MOXHOCTb K3LUMPOBaHWUS AaHHbIX aapeCcHom
KHUIM Ha CTOPOHE AECKTOM-KNMeHTa anga paboTbl B
ohnanH-pexume;

WHTerpaums ¢ LDAP ¢ BO3MOXHOCTbIO
06beNHEHNSA HECKOMNBbKNX MCTOYHUKOB U
oTObpaXxeHus pacuMpeHHon nHopmaumm o
nonb3oBartensx;

KaTeropusaumsi KOHTaKkTOB, Nogaepkka
NPOU3BOSIbHbIX aTPUBYTOB 1 BbICTPbLIN
NMONHOTEKCTOBBIN MOUCK NO BCEWN CTPYKTYpE;
OGHOBMEHNE CNPaBOYHUKOB NP U3MEHEHUN HA
ctopoHe LDAP vnuv B naHenu agMuHucTpaTopa.



AQMUHNCTpUpOBaHUue

MaHenb ynpaBneHus: ceCCMoHHag, nerko
paclumpsieTcs npu gobGaeneHnmM HOBOro
dyHKUMoHana, ucronb3yeT B ocHoBe CLI API
aAMUHUCTPUPOBaHUS;

Ponesast mogenb JocTyna: TMNoBble ponu,
cO3aHue NpoM3BOSbHbIX, HA3HAaYeHNe Ha YPOBHE
nonb3oBarernen, rpynmn, ZOMEHOB;
CLI-nHTepdenc: nogaepxka nakeTHbIX onepauumn,
CKPUMTOB MUrpaLmu, YOanéHHOoro ynpasneHus n
ANarHOCTUKW;

WHTerpaums ¢ BHelwHMMuM kaTtanoramu (LDAP, AD,
FreelPA) c BO3MOXXHOCTbIO MOAKNIOYEHUS
HECKOJSTbKMX UCTOYHUKOB 1 domrnbTpaumm 3anucen;
PostgreSQL ncnoneayeTcsa Ans XxpaHeHUst JaHHbIX
CMPaBOYHUKOB 1151 YCKOPEHUST NOUCKA;
MNopaepxka 3epkanmpoBaHNsa AaHHbIX
crnpaBoyHuKa B PostgreSQL ¢ nepuogunyeckon
cuHxpoHu3aumen 1 fallback-goctynom npu
HepocTynHocTy LDAP;

Mogynu MOHUTOpPUHra:

NPOCMOTP aKTUBHbIX CECCUI NO BCEM MPOTOKOSIaM,
COCTOSIHUA ovepenen

GunbTpaLms XypHanos Mo KniovesbIM criosam, rno
BPEMEHHbIM AMana3oHam;

XKypHan no4YTOBOW JOCTaBKU C YKa3aHUEM
npoToKona, ctaTyca AOCTaBkW, nHdopmMauum oo
oTnpasuTene n nonyyaTtene n ap.;

XypHan JencTBMrN agMUHUCTPAaTOPOB C
dmKcaumen N3MeHeHNn B HaCTponKax, npas
JocTyna v AercTBUiA B NaHenu;

XypHan gocTyna nonb3oBaTenen (NornHbl,
WUCTOYHUKN, UCMOMb3yeMble MPOTOKOSbI,
HeycneLUHble MONbITKN);

Mooaepkka HaCTPOMKU YPOBHEN XXYpHanMpoBaHus
AN BCex Moayren Ha OTAeNbHOW CTpaHuLe.

Be3onacHOCTb

[ByxdakropHas ayTeHTUpmkaumns (nogaepxka
OTP n TOTP ¢ ncnonb3oBaHNEM MOOUIbHbIX
NPUNOXEHUN N BHELLHNX NpOBanaepoB);
Mogpepxka OAuth 2.0, OIDC, SSO, Kerberos;

PaclwmpeHHbIi ayauT: 4encTBrs nonb3oBaTenen,
afMVHUCTPAaTOpPOB, feNneraTos;

WHTterpaums ¢ DLP n SIEM, cuctemamm
MoHuTOpUHra (no API);

MnarvHbl AHTUCNam 1 AHTMBMPYC Ha ocHoBe SDK
ot Kaspersky;

Fail2Ban mexaHn3mbl C BpEMEHHOW BrTIOKMPOBKOW
IP-agpecoB Npy MHOXECTBEHHbIX HeYAayHbIX
nonbITKax Bxoga yepes niobblie nogaepxnsaemble
NPOTOKOb;

Black/White list u cnucok 3anpeTa Ha nogknio4YeHus
(Denied addresses).



TexHun4YeckKkue
XapaKTepUCTUKU

NMopnepxka OC

*  Cepgep: CentOS 7.4+, Debian 9+, AnbT CIT,
PE[ OC Mypow;

*  KnueHtbl: Windows 10+, ALT Workstation 10.4+,
Astra Linux SE 1.8+, Android 9+, iOS 10+.

MuHuManbHble CUCTEMHbIE
TpeboBaHus

+ 8vCPU, 16 GB RAM, 100 GB SSD (Ha 10 000
nonb3osarenen);
« [1na aHTMBUPYCa 1 aHTMCNama AONOSHUTENBHO MO

1-3 vCPU 1 2—4 GB RAM.
UHTerpauun

« IVAOne, IVAMCU, IVA ID
* LDAP/AD/FreelPA/KeyCloak;

» Kaspersky AS/AV nnaruvHel, SIEM, DLP, cuctemsl
MoHuTOpUHra (Zabbix, Prometheus un gp.).

MNMpoToKonbl

«  SMTP, IMAP, POP3, CalDAV, CardDAV, HTTP(S),
TLS (Bkntovas 1.3), LDAP, MS ActiveSync, JUMP.

PopmMbl NOCTABKU

*  On-premise
e Private Cloud

- SaaS

Murpauusa n pesepBHoOe
KonupoBaHue

PezepBupoBaHue

*  ®ainnoBbI YPOBEHb: KOH(PUrypauus, SLmKu,
XypHansl;

*  Wcnonb3oBaHue cTtaHaapTHbIX MHCTpYMeHToB OC
unu BHewwHero M0O.

Mwurpauus

* MNopaepxka IMAP-nepeHoca yepes IMAPSyncCS;

*  YTunuta murpauumn HenovToBbIX AaHHbIX ¢ MS
Exchange;

*  WNmnopTt PST yepes nokanbHbIN KNUEHT (C 4 KB.
2025);

* [lowaroBast murpauus no rpynnam ¢
TecTUpoBaHueM;

* HacTtpoiika mapLipyTM3aLmmn Mexay ctapon u HOBON
CUCTEMOW Ha BpPeMSI MUrpaLnn.

NpnmeHeHune

*  Komnanum ¢ kputndHbiMm TpeboBaHmammn k B 1
aBTOHOMHOCTW;

»  OpraHusauun, oTkasaslumecs ot Exchange /
GWS;

*  WNHdpacTpykTypa ¢ HECKONBKUMU JOMEHAMU U
dmnmanamu;

*  YCTaHOBKM B 3aKpbITbIX CErMeHTaXx,
rocyfapcTBEHHbIE 3aKa34mKn N yYpEeXaeHUs;

* B pamkax IVA One: BMaeocBsiab, MECCEHKEP,
co3faHuve un ynpasreHne KoHepeHUMaIMU.



